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Report

Security Audit of Web Application for Aircraft Accident Investigation

Bureau

Client Name

Aircraft Accident Investigation Bureau

Client Address

Udaan Bhawan, 3rd Floor, AAIB, Jor Bagh, New Delhi - 110003
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Project Name IT Sec_urlty Audit of Web Application for Aircraft Accident
Investigation Bureau
Test Method Black Box
Tool Used Kali Linux, Burp Suite Professional, Nmap, Manual
Audit Commencement
Date 06/03/2026
Audit End Date 23/09/2026
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Assets Details

URLs (production) https://aaib.gov.in

Thanks & Regards.

Place: Rohini, Delhi
For G-Info Technology Solutions Pvt. Ltd.

NAVEEN DHAM

igitally signed by Naveen Dham
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CERTIFICATE

The information provided here is in scope and has passed a security audit. A security audit was conducted on the subject device to identify and
address vulnerabilities in accordance with Cert-In, CWE, CIS/IOWASP and OSSTMM guidelines and other known vulnerabilities during the dates
outlined herein.

Observation: The above Assets has undergone Security audit. The contents audited were based on the URLs mentioned above.

For more details, you may refer to the detailed report issued. This network infrastructure was audited and found suitable for deployment/operation
in accordance with industry best practices, OWASP recommendations (where applicable), and CERT-In guidelines. We tested the network infra
vulnerabilities and also for other vulnerabilities. All of the reported vulnerabilities are mitigated, and some are accepted: Cross-Origin Resource
Sharing: Based on client’s clarification, remediation implemented and revalidated; however, due to impact on existing website functionalities, the
vulnerability has been accepted as an exception.

The certificate is issued with the as per the below mention.

1) The detailed report as part of Security Audit of Web Application for Aircraft Accident Investigation Bureau is submitted to Aircraft Accident
Investigation Bureau. The certificate is valid for one year from the date of issue.

2) Certificate is valid till any changes made at same implementation during audit.

3) This audit certificate/report issued by G-Info Technology Solutions Pvt. Ltd. is 23/09/2026 specific primarily for the purpose of identifying the
date and time the shared certificate has been issued. The 23/09/2026 also recognizes that the shared certificate is given as a result of security
audit done as a snapshot in time and that any changes made to the Web and/or any of its modules subsequently will render this certificate
invalid.

4) G-Info Technology Solutions Pvt. Ltd. has performed a Security audit for Aircraft Accident Investigation Bureau, on a belief that the client fully
and absolutely owns the said Project.

5) G-Info Technology Solutions Pvt. Ltd. has undertaken the believe audit with the belief that there are no ongoing legal cases or investigation
proceedings pending against this project before any competent authority, Forum, Tribunal and/or Court.

6) Client acknowledges and agrees that the security audit performed by G-Info Technology Solutions Pvt. Ltd. has been based on the mutually
agreed security audit features/standards.

7) This Security audit issued by G-Info Technology Solutions Pvt. Ltd. shall not be seen as in any way the endorsement of a client’s security
policies/regulations/standards etc.

8) Client will indemnify, defend and hold G-Info Technology Solutions Pvt. Ltd. and its directors, officers and employees (collectively “G-Info
Technology Solutions Pvt. Ltd. Indemnitees”) harmless from and against any threat, action, cause of action, suit, proceeding, claim, or demand
of any third party that arises from or relates to a breach of Client’s obligations. Client will also indemnify and hold the G-Info Technology
Solutions Pvt. Ltd. Indemnitees harmless from all Losses. “Losses” means damages, obligations, liabilities, harm, injuries, judgments, fines,
penalties, interest, assessments, costs, and expenses of any kind that arise out of or that are related to any claim under this clause, including
reasonable professional fees (including attorneys’ fees and experts’ fees).

9) Client agrees that this security audit certificate is not transferable to any third party without the express written consent of G-Info Technology
Solutions Pvt. Ltd.

For and on Behalf of

G-Info Technology Solutions Pvt. Ltd. Cert
Reg No.
Place: Delhi

Date:23/09/2026
Dr. Naveen Dham
Managing Director

NAVEEN DHAM

Digitally signed by Naveen Dham
Date: 2026.09.23 13:25:14
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